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Chapter 1

Introduction

1.1 Research problem

Security protocols such as TLS [DR08], a protocol that establishes an authen-
ticated private channel over an untrusted network, are widely used, from the
protection of privacy to e-commerce through securing communications between
aircrafts. However, if verifying their specifications for vulnerabilities is now a
well understood—although still difficult (see Section 1.2.2)—problem, theoreti-
cally making them secure against a variety of attackers, it is still unsatisfactory
for several reasons.
First, such specifications do not always exist. When dealing with very spe-
cific needs, and when the protocol is embedded into a bigger application, a
formal model of the protocol such as the ones that are usually verified does
not always exist. Moreover, even when dealing with mature implementations
of well-specified and well-understood protocols, nothing ensures that no fatal
security flaw has been introduced in the program. The most striking example of
this is the latest important security advisory for OpenSSL [Ope]—a large open
source implementation of the SSL [FKK96] and TLS protocols, that informs of
a bad return code check that jeopardises authentication and secrecy, and has
existed in the code since the first releases of the project [oCE09].
Our goal is to automatically analyse existing widely-deployed C implementa-
tions of security protocols for the presence of security-related bugs.

1.2 Challenges

1.2.1 The challenges of software verification

Software verification in general is a hard problem, in which most of the ques-
tions are undecidable. It is especially true when trying to verify very high-level
properties such as authentication and secrecy, or full functional correctness, due
to the discrepancies that often exist between the idealised specification of a
program—what it is supposed to do, if the specification does not exist—and its
concrete implementation.
Moreover, dealing with a low-level language such as C multiplies the amount of
such discrepancies, even when there is no need for efficient algorithms. The use
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of low-level memory management operations, the presence of arbitrary pointer
aliasing, the possibility of unstructured control flow are all features of low-level
languages that are difficult to reason about automatically, or even to express
logically.

1.2.2 The challenges of security

Verifying security properties is also a challenge in itself due to the presence of a
malicious attacker that has a certain control over the verification environment
[NS78]. The first thing we have to do when dealing with properties that involve
an attacker is to define a trust model, that describes what the attacker controls
and what elements of the system can be trusted. In the case of security proto-
cols, the underlying cryptographic primitives are often trusted, and the attacker
is represented by the network, allowing him to intercept, delay and generate new
messages. We will choose that trust model in a first approach, but it would be
possible (although much harder) to not even trust the implementations of our
cryptographic primitives. In our case, we also decide to trust the compiler (so
that analysing the source code—as opposed to the executable—makes sense),
and we assume the analysed program is memory-safe (see Section 2.3.1).
We also need to model the attacker’s knowledge, and the way it can deduce new
knowledge from a set of known messages. Formal methods traditionnally use
a Dolev-Yao model, where cryptography is ideal (i.e. the attacker cannot get
any information about an encrypted message unless he knows the decryption
key)[DY83], but such symbolic models are too high-level to model the actual
capabilities of real attackers. Cryptographers, on the other hand, use computa-
tional models, that deal with the underlying bitstring cryptographic operations,
but are hard to reason about (even not automatically). There exists a recent
but important body of work on computational soundness of symbolic models
[AJ01, CKKW06, BHU09]. Even though there are many cases where the sym-
bolic models are still not sufficient, we will consider a symbolic attacker, at
least in a first approach. However, it is important to aim at providing, if at all
possible, computational guarantees on programs.

1.2.3 The big challenge

Even more difficulties arise when mixing security and low-level implementations:
we are then faced with the challenge of expressing the attacker knowledge in
terms of logic formulas over the program state—which can be very complex
because of aliasing, or with the challenge of lifting low-level memory operations
up to the level of standard symbolic models to represent high-level primitives.

1.3 Goals

However difficult the problem may be, we believe that solving it has been made
possible by recent and important advances in related fields in computer sci-
ence, and especially in verification, both for general software—where applica-
tions range from completely automated verification of memory safety properties
on big amounts of C code [BCC+03] to design-by-contract software engineering
[KCH08, BDF+03, DMS+08]—and for models of security protocols—expressed
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either in standard narration [CVB06] or using formal languages such as the π-
calculus [Bla09].
We aim at providing a new tool to prove security properties of complex low-level
implementations of widely deployed security protocols. If this method is to be
used in practice to verify large-scale software, as other static analysis tools are
used, we need it to be:

provably sound with respect to a realistic threat model,

scalable to large implementations of security protocols, that usually count hun-
dreds of thousands of lines of code,

automated since security flaws are often due to the difficulties human beings
have in understanding security, cryptography in particular, and especially
when it comes to low-level implementations, and

modular since implementations of security protocols are usually used as li-
braries, and verifying their usage—or at least providing means to do so—is
as important as verifying their implementation itself.

The modularity of the verification would also allow much more flexibility with
the internal trust model, since we could decide arbitrarily to start or stop trust-
ing code at a very fine level of granularity (in VCC, for example, the verification
is performed function by function), and provides much of the scalability in most
existing industrial verifiers. Unfortunately, it hinders automation, since it of-
ten requires large amounts of annotations, but we may subsequently work on
inferring those annotations automatically.

1.3.1 Intended contributions

Apart from the interest of formally providing a certain assurance of security
when running a given security-critical piece of software, solving this problem
could lead to a better understanding, formalisation and verification of general
high-level properties in low-level code. It could also give insights about the
relation that binds existing approaches to high-level verification, such as Hoare-
style contract based verification [Hoa69] and refinement type systems [FP91].
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Chapter 2

Related Work

In this chapter, we introduce previous and ongoing research efforts in the do-
mains of software verification of C programs, and automated verification of
security protocols. In Section 2.1 we present work on verifying implementations
of security protocols in low-level programming languages (e.g. C or, arguably,
Java). Section 2.2 deals the verification of high-level implementations (or spec-
ifications) of such protocols. Section 2.3 then presents previous work on the
verification of C programs.

2.1 Verifying low-level implementations of secu-
rity protocols

The CSur project [GP05] lead the way, by providing a sound transformation
of C code into a decidable subset of first-order logic, that can then be used to
prove secrecy properties of the implementation. Their work, however, was only
applied to a self-made implementation of the Needham-Schroeder protocol, that
is not used as is in practice, and they included in their trust model the fact that
the server behaved honestly.
Pistachio [ULF06] followed shortly, allowing to verify the compliance of an im-
plementation with a rule-based specification of the communication steps of a
protocol, very similar to the classic Alice and Bob notation. This approach
allows to enforce constraints on the ordering of events and on the values of
variables. Unfortunately, the analysis is unsound due to the heuristics that are
used to approximate loops and recursion, and the need for a formal specification
makes it impractical in some important cases. However, this work proved that
verifying the full compliance of the messages exchanged by an implementation
to an RFC specification was possible.
More recently, Aspier [CD08] was proposed, implementing a verification frame-
work based on a mix of predicate abstraction and model-checking, and success-
fully applied to a stripped down version of OpenSSL. However, the use of model-
checking, although it provides much flexibility by providing explicit attacks—
that can then be used to refine the abstraction if they are false positives—is
limited to bounded instantiations of the different protocol roles in theory, and is
in practice limited to 2 or 3 instances of each role, whereas real communication
systems are not limited in such ways. Moreover, the paper only describes a
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very abstract process that cannot be applied directly to C code and requires a
substantial amount of manual abstraction.
Verifying Java implementations of security protocols has also been studied, and
solutions similar to the one we seek have been provided [Jür06]. However, Java’s
well-structured control-flow and memory model make it a rather easy target for
verification, compared to C, especially when dealing with high-level properties.
In particular, the absence of memory overlapping without equality, as well as
the absence of unstructured control-flow statements such as goto allow to easily
express properties of larger memory locations using only the control-flow graph.
In that respect, we could almost classify Java as being high-level for verification
purposes.

2.2 Verifying high-level implementations of se-
curity protocols

ProVerif [Bla09] and CryptoVerif [Bla08] both take a high-level—but running—
implementation of a protocol in a variant of the applied π-calculus [AF01],
along with a set of correspondences [WL93] to verify, and proves the corre-
spondence properties of the program, or provides an explicit attack in case it
finds one. However, there exists a major difference between the two tools: if
ProVerif analyses the implementation in a symbolic model, where cryptography
is unbreakable, CryptoVerif does the analysis in a computational model, where
cryptography is not efficiently breakable. This makes it more sound with re-
spect to the reality of attacks than ProVerif, but also makes its results much
more unpredictable. Those tools have been used more concretely in the FS2PV
[BFGT06] and FS2CV [BFCZ08] tools, to prove security properties of security
protocols implemented in the F# functional language, and notably of a TLS im-
plementation [BFCZ08]. Both FS2PV and FS2CV take F# code as input and
output the corresponding ProVerif (respectively CryptoVerif) program, and re-
quire the use of a specific cryptographic API.
F7 [BBF+08] is another tool for the verification of F# implementations of secu-
rity protocols. It is a refinement type system that can express advanced cryp-
tographic properties on byte arrays, and relies on a theorem prover to prove
the correspondence properties required by the type-checker. The use of a type
system tends to localise the information as well as the proof, making them
much more scalable than the standard verification solution, that represents an
entire program in logic before extracting verification conditions. However, it
also makes it difficult to get rid of false negatives, since it is much less easy to
synthesise an attack from a type-checking error.

2.3 Verifying C code

We can also rely on existing toolsets for the verification of C programs, from
advanced type systems to general property software verifiers.
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2.3.1 Dialects, type systems, and abstract interpreters for
memory safety

Even though we are not interested in low-level properties such as memory safety,
it is important to note that establishing it is a necessary step before considering
any higher-level static analysis, since the existence of buffer overflow vulnerabil-
ities would allow for arbitrary control-flow and arbitrary code execution. The
existence of those tools should enable us to safely assume that the programs we
analyse are memory-safe.
CCured [NCH+05] is a type-based C code analyser based on the Cil framework.
It verifies memory safety properties of existing C code and inserts runtime checks
when it fails to prove a fact, thus making sure that the program is free from low-
level security issues such as buffer-overflows without preventing it from running
by being over-conservative, or cluttering it with run-time checks that adversely
impact performance.
Also dealing with memory safety, this time in an entirely static manner, is the
Astrée abstract interpreter, that was proved to be able to deal with large quanti-
ties of generated safety-critical code [BCC+03]. However, even though abstract
interpretation [CC77] provides great modularity, it has only seldom been used
outside of the realms of static analysis for safety [CC04, DG05].
Like CCured, Deputy [CHA+07] is a dependent type system for C that allows to
verify memory safety. Unlike CCured, however, it defines a dialect of C, where
the different kinds of pointers are represented differently in C, not only prevent-
ing it from being applied to existing implementations easily, but also breaking
binary compatibility when changing a single pointer from being a standard C
pointer to being a “fat” pointer, that holds extra dependent type information.
It is however, interesting to see that advanced type systems have been developed
for low-level, stateful languages like C, putting an F7-like refinement-type-based
approach within reach of the C verifiers.

2.3.2 General purpose C verifiers

All the following tools are general verifiers for C, based on the same standard
assertion-based verification approach [Hoa69].
VCC [DMS+08] is a contract-based verifier that aims particularly at verifying
concurrent C programs. Although we do not need its concurrency-related fea-
tures for now, its proving power, its clear, sound and simple semantics and
memory model for C [CMST08] and its active development team made it a
prime choice for testing purposes.
The Havoc project is very similar to VCC in its design, but presents a much
more theoretical aspect, in the definition of the tool’s memory model, and in
the project’s approach to interprocedural analysis and inference of relevant an-
notations. Havoc is much better documented than VCC, both technically and
academically, but has not been applied to large-scale programs so far.
Unlike VCC and Havoc, Frama-C [BCF+08] uses a very simple memory model,
relying on its modular plugin-based architecture to verify more precisely and
more efficiently. As a tool, it is very well documented, but lacks the uses and
the maturity of VCC. It is designed to be an implementation of the ACSL anno-
tation language [BFM+08], which is the first standardised annotation language
for C.
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Typed memory models for C

VCC is built on top of Boogie [BCD+06], which was designed to verify programs
written using object-oriented languages. Hence it is natural that its memory
model is designed to be as close as possible to memory models classically used
for those. However, many important differences between C and object-oriented
languages make it impossible to simply use existing memory models for C# or
Java, for example. Among other problems that are much more complex to solve
in C than in object-oriented languages are the issues of pointer aliasing and
explicit memory management, that are actually quite central to many C coding
techniques. VCC’s memory model [CMST08] is equivalent to (sound and com-
plete with respect to) the traditional untyped byte-array based model used in
Frama-C, but greatly improves on it on the aspect of efficiency and automation.
A similar type system is defined for Havoc, with much more emphasis on the
links between contracts and dependent types [CHLQ09].
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Chapter 3

Current Approach

In this chapter, we describe our current approach to verify C implementations of
security protocols. The general idea of our approach has been to adapt existing
work, and notably the verification of correspondence properties in F# imple-
mentations, into C using a general verification engine. We chose to focus our
efforts on applying an unpublished predicate-based usage of the F7 refinement
type system on the C implementation of the same protocol (redefined above)
that is used as an example in [BBF+08]. We first, in Section 3.1, introduce
a simple protocol—slightly adapted from an example used in previous work
[BBF+08, BFGT06]—that will be used in Section 3.2 to explain the notion of
correspondences. Section 3.3 will then show how VCC allows us to verify corre-
spondence properties directly on the C code, in the absence of an attacker and
introduce the general framework in which we want to perform the verification.

3.1 A sample protocol for message authentica-
tion

We have implemented in C, and will eventually try verifying, a variety of security
protocols, with well-studied security properties and flaws (see Appendix A).
However, our tool in its current state—and purely for implementation reasons—
cannot handle message concatenation. Thus, we will use the protocol defined
below as a running example.

3.1.1 Goals

The protocol defined here allows an entity A to send an authenticated message
to an entity B with whom he shares a secret. When B receives the message, he
can check that A intended to send it to him at some point in the past (at this
point, we do not want to ensure the injectivity of that correspondence).

3.1.2 Protocol Specification

Figure 3.1 defines the protocol in the Alice&Bob protocol narration style (see
[CVB06]), where msg represents the message, kAB is the key shared between A
and B, and hmac() computes the SHA1 [Nat95] digest of msg, keyed with kAB .
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It is assumed, for brevity, that the underlying communication mechanism allows

A→B: msg
A→B: hmac(msg, kAB)

Figure 3.1: A simple hash-based message authentication protocol

to simply send a message without the risk of two or more messages colliding
into one, or one message being fragmented. It is actually fairly straightforward,
once the verification of protocols involving message concatenations is possible,
to include a message header in the specification and verify that it is correctly
sent.

3.2 Correspondences for security

Correspondences are properties of the form “if such event happens, then such
other event has happened in the past”. They were introduced to model au-
thentication [WL93], but can also be used to model secrecy and more complex
properties [Bla09]. For clarity, we will be dealing only with non-injective corre-
spondences (one-to-many event correspondence), although the lack of injectivity
protects against replay attacks. Figure 3.2 shows through an example how cor-
respondences model authentication. In this case, the correspondence we need to
prove in order to establish the message authentication property is that whenever
Checked(text) happens, then Send(text) has happened at least once before. To
differentiate events from pseudo-code, the former are shown in italics.

client(msg) server()

Send( msg) receive(msg)

send(msg) receive(mac)

send(hmac(msg, kab)) verify(mac, msg, kab)

Checked( msg)

Figure 3.2: A simple example of correspondence for authentication

3.3 Proving correspondence properties on C pro-
grams

The challenge we are now facing is to link high-level correspondence properties
such as the one shown in Figure 3.2 to a low-level C implementation, that has
to be robust and efficient. Our basic implementation of the example protocol is
40 lines long (as opposed to the 4-line description above), without taking into
account the network setup, cryptographic primitives, and system-related fea-
tures (e.g. command-line processing). Moreover, those 40 lines of code contain
dynamic memory allocation and advanced use of call-by-reference to produce an
out-parameter (see Appendix A for more details). Thus, we need to somehow
abstract away these low-level operations in order to cleanly express correspon-
dence properties and verify them.
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3.3.1 Representing C code with functional byte arrays

To solve this problem, we used VCC [DMS+08] to associate, to all cryptograph-
ically significant memory locations, a specification-only functional byte array.
The byte arrays are implemented using VCC’s ability to refer to the memory
state of the program at any chosen program point by saving it. This way, we
can refer to the value of specific bytes, and compare them, or express complex
properties on them using predicates. We also implement a set of specification
primitives to indicate what particular bytes—in the form of a typed pointer and
a length—we want a given byte array to refer to. Ideally, a user should not
have to explicitly express this relation, and we can indeed ensure—by express-
ing pre and post-conditions on functions in a certain style—that this indeed
works in simple cases. However, current limitations of VCC and the underly-
ing tools make it necessary to express this relation between low-level program
variables and high-level specification values when the deduction of some facts is
not immediate (for more details, see Appendix B).

3.3.2 Correspondences and byte arrays

We use this high-level representation of array values to define a set of structural
predicates that logically describe the behaviour of cryptographic primitives.
Most of those predicates are general and can be defined once, and a small subset
of them have to be defined on a protocol-specific basis (for example to encode
what a valid message is). The predicates allow us to express cryptographic
relationships between the byte array variables (e.g. “b is the hash of m under
key k”). We also give access to the user to a set of event predicates that
express the correspondence-related events. By annotating a C implementation
with the event predicates and giving correct pre and post-conditions to memory,
cryptographic, and network primitives it is then possible to prove, simply using
VCC, that the correspondence is valid in the absence of an attacker.

3.3.3 Limits and next steps

This limitation is due to the fact that nowhere in the process do we encode an
actual attacker. We give some information on the attacker model in the defini-
tion of the structural predicates and the conditions on cryptographic primitives,
but a sound approach would verify those against a formal definition of the at-
tacker’s capabilities (Dolev-Yao or computational). Thus, the immediate next
step is to introduce the notion of attacker in the verification process. However,
it is unclear which solution would be easier, between expressing the attacker at
the level of the C language—to enable the whole verification process to take the
attacker into account, and expressing it purely in logic—and introducing it only
during the later steps of verification.
Other limitations arise from VCC’s approach to verification. For example, the
use of axioms makes it necessary to guide Z3 in some proofs and provide inter-
mediate steps. We will look into ways of mixing automated theorem proving
and tactics, since security protocols are often very similar. This could also help
solving the issues we are having with the formalisation in C of concatenation.
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Chapter 4

Future Plans

4.1 General research orientation

I will now be focusing my efforts on introducing an attacker model into our
current approach. For this purpose, and with the added benefit of improving the
scalability and modularity of the verification, I believe that making the analysis
more local—through a type-based approach—is a good way to go. I will get to
read on the links between advanced type systems and Hoare-style verification
(Hoare type theory [NM05], typed memory models for C [CMST08, CHLQ09]),
and the Havoc property verifier.

Further Reading In order to get a full understanding of the existing work in
the domain, I still need to read in details about PCL [DDMR07], a protocol de-
scription logic that is used to provide compositional proofs of security properties
on protocols, including some computational guarantees[DDMW06].

4.2 Timeline

By August 2009, we will finish implementing the cryptographic and network
annotated API. We will try to organise some programming event at the
Marktoberdorf summer school to get a varied set of implementations of our
sample protocols. For this work to be relevant, we will need to provide re-
alistic pre and post-conditions on the cryptographic primitives, both from
a verification and a concrete cryptography point of view. I am currently
in the process of reading about the different classes of security properties
cryptographic schemes enforce.

By October 2009, we will have evaluated the existing tool on the sample
protocols and could submit a paper to Tacas (part of the Etaps joint
event). Even in the absence of an active attacker, the current state of the
project shows progress on previous approaches by being applied directly
to running code, for which we do not require a specification to exist and,
that was written without verification in mind (if we manage to get external
implementations).
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In the next year, I will work on the theoretical foundations of the verification
system I have developed, possibly including a formal proof of soundness
with respect to a clearly defined and realistic attacker model. This should
give rise to publications in formal methods and security events (e.g. Esop,
CSF).

Throughout the process, I will keep in mind the fact that our targets are
not simple 500 line implementations but large programs that robustly
implement several protocols on very diverse hardware architectures. As
soon as we get our system to work cleanly on our simple examples, we
should continue our efforts to make it scalable.
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[CKKW06] Véronique Cortier, Steve Kremer, Ralf Küsters, and Bogdan Warin-
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Appendix A

Simple Protocol
Implementations

As part of the evaluation framework for our tool, we developed a small library
of simple working protocols, that are described here.

A.1 Cryptographic and network libraries

We implemented a cryptographic and network library as wrappers around exist-
ing libraries to ensure a certain level of consistency in our test implementations
and facilitate the initial annotation effort. Once it is stabilised, this API could
be used to interact with other projects. Moreover, having a fixed API to work
on allows us to focus on developing realistic pre and post-conditions for crypto-
graphic operations.

A.2 Protocol implementations

Built on top of the cryptographic and network API, we provide implementations
of several simple protocols:

• the HMAC-SHA1-based protocol used as an example and defined in Sec-
tion 3.1,

• an authenticated request-response protocol built on top of the previous
one, and specified below:

A→B: (req|hmac((1|req), kAB))
B→A: (res|hmac((2|res|hmac((1|req), kAB)), kAB))

• the Otway-Rees key distribution protocol [OR87],

• the Needham-Schroeder-Lowe authentication and key-exchange protocol
[NS78] as fixed by Lowe [Low96].

We deal with the inherent typing vulnerabilities, such as the one in the Otway-
Rees protocol [CJ97], by using fixed-sizes for everything but the payload and
making sure this kind of attacks is not possible on our implementations.
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Appendix B

Verifying an HMAC-Based
Protocol

This appendix gives more implementation details on our predicates, underlining
their strength and their shortcomings by showing them at work on a simple
example.

B.1 Predicate definitions

We declare a small set of predicates on byte arrays:

• Bytes(m) means that m is a valid byte array, as opposed to a random
sequence of bits,

• KeyAB(a, b, k) means that the bytes k represent a key shared between
entities a and b.

• Pub(m) means that the bytes m are meant to be sent over the network,
or were received from the network. It is a precondition to sending a byte
array over the network that it is public.

• IsMAC(m, k,w) means that the bytes m contain the MAC of bytes w
under key k.

• MACSays(k,m) is a protocol-specific predicate that can represent the
specific usage that is made of a MAC.

• Send(a, b,m) is the event predicate. It is the only predicate in this set
that can be, in a sound approach, assumed (this is the way the event is
logged, as in [BBF+08]).

These predicates are defined axiomatically (VCC forbids induction in specifi-
cation code) as in Figure B.1, where a and b range over entities, and all other
letters range over byte arrays.
Those definitions can be interpreted pretty easily. The first one, for example,

states that, if the MAC computation is authorised (MACSays(k,w)) and valid
(IsMAC(m, k,w)), and the key and message are valid byte arrays (Bytes(k)∧
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General definitions
•∀m, k,w.Bytes(k) ∧Bytes(w) ∧MACSays(k,w) ∧ IsMAC(m, k,w)⇒ Bytes(m)
•∀m, k,w.IsMAC(m, k,w)⇒ (Pub(w)⇒ Pub(m))
•∀a, b, k.KeyAB(a, b, k)⇒ (∀m.MACSays(k,m)⇔ Send(a, b,m))

Protocol-specific definitions
•∀k,w.(∀a, b.KeyAB(a, b, k) ∧ Send(a, b, w)⇒MACSays(k,w))
•∀m, k,w.IsMAC(m, k,w)⇒MACSays(k,w)

Figure B.1: Predicate definitions

Bytes(w)) then the resulting MAC is also a valid byte array (Bytes(m)). In the
case of the studied protocol (and in the absence of an attacker), MACSays()
is very simple, but can become much more complex when dealing with nested
hashes, for example.

B.2 Annotating the cryptographic, network and
memory API

This section shows how underlying primitives are annotated with the predicates,
by showing and commenting on annotated code snippets from the API.
The simplest example we can provide for interesting predicate annotations is
the getKey() function from the cryptographic API, shown in Figure B.2. The
code snippet shows two annotations: the first one deals with memory safety,
and ensures that VCC considers the memory location of the returned structure
readable; the second one, more interesting to us, states that the returned key is
valid, and is shared between the two argument entities. The Stored() predicate
ensures the translation between the low-level C representation as a pointer and
a length, and the byte array notation used in the specification.

// Key stuff

struct keys

{

size_t length;

char *key;

};

struct keys getKey(unsigned int a, unsigned int b)

ensures(is_mutable_array(result.key , result.length ))

ensures(forall(byte_array k;

Stored(k, result.key , result.length)

==> KeyAB(a, b, k)));

Figure B.2: The annotated getKey() prototype

Similarly, we can annotate the hash verification function (Figure B.3) to cor-
rectly use the predicates to model cryptography, and the network send function
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(Figure B.4) to require all sent bytes to be public.

int HMACSha1Verify(char *message , size_t length ,

char *key , size_t key_length , char *MAC)

ensures(result ==> forall(byte_array w, k, m;

Stored(w, message , length)

&& Stored(k, key , key_length)

&& Stored(m, MAC , MD_LEN)

==> IsMAC(m, k, w)));

Figure B.3: The annotated HMACSha1Verify() prototype

size_t long sendHL(SOCKET socket , char *sendbuf ,

size_t length)

requires(forall(byte_array w;

Stored(w, sendbuf , length)

==> Pub(w)));

Figure B.4: The annotated sendHL() prototype

Soundness and memory-writing functions

Unfortunately, for soundness, we also need to make sure that all used mem-
ory writing functions that do not get verified are annotated with the correct
writes() clause. Otherwise, VCC just assumes that they do not write into
memory and this leads to serious unsoundness problems (see Figure B.5 for an
example of such an annotation). This will strongly condition a potential formal
proof of soundness for our tool.

void memcpy_s(char* _Dst , const size_t _DstSize ,

const char* _Src , const size_t _MaxCount)

writes(array_range(_Dst , _MaxCount ))

requires(_DstSize >= _MaxCount)

requires(is_mutable_array(_Dst , _DstSize ))

ensures(forall(state_t b;

Stored(b, _Src , _MaxCount)

==> Stored(b, _Dst , _MaxCount )));

Figure B.5: The annotated memcpy s() prototype

B.3 Verifying the client

The predicates are now defined, including MACSays(), and the API is anno-
tated. We can verify our first implementation. The code in Figure B.6 is an
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implementation of the client side (sender) for the simple protocol we have been
studying. Ideally, there would be no explicit mention to byte arrays in the code
itself and we could let VCC instantiate the pre and post-conditions to function
calls with the correct byte arrays. Unfortunately, because of the incompleteness
of the underlying tools, and because we are using axioms, we need to guide the
proof at one point and this requires to instantiate those byte array by hand
throughout the program. You will also notice a small set of assumptions after
the memory allocation, that are due to the way VCC handles arrays. There
are ways to get rid of those assumptions (and hence of the possibility of incon-
sistencies in our logic), but the amount of annotations required is non-trivial,
and sometimes actually requires to modify parts of the code. This should be
fixed when the memory reinterpretation mechanism described in [CMST08] is
implemented in VCC.

int WrapAndSend(SOCKET socket , char *message , size_t length)

requires(mutable(message ))

requires(forall(size_t i; i < length; mutable(message + i)))

{

spec(byte_array w, k, h;)

char *signature;

struct keys keys = getKey(1, 2);

size_t key_len = keys.length;

char *key = keys.key;

if (length >= DEFAULT_BUFLEN - 5 - MD_LEN)

{

printf("This message is way too long ...\n");

return 1;

}

signature = malloc(MD_LEN );

assume(Disjoint(signature , MD_LEN , key , key_len ));

assume(Disjoint(signature , MD_LEN , message , length ));

Store(k, key , key_len );

Store(w, message , length );

assert(MACSays(k, w));

HMACSha1(message , length , key , key_len , signature );

Store(h, signature , MD_LEN );

assert(IsMAC(h, k, w));

assert(Pub(h));

if (sendHL(socket , message , length) <= 0) return 1;

if (sendHL(socket , signature , MD_LEN) <= 0) return 1;

return length;

}

Figure B.6: The annotated client code
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